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What is digital violence?

The term digital violence refers to various forms of harassment, 

degradation, discrimination or social isolation on the internet or 

by electronic means of communication. The locations of digital 

violence are diverse: social networks, messenger apps, chat 

rooms, gaming platforms or the email inbox are just some of 

them.



Partnerships for Sustainable and Democratic Development in Cambodia

How different digital violence looks

Whether threats by email, unauthorised publication of personal 

data or the spread of fake news: digital violence can look very 

different. 

➢ Image-based violence

➢ Cyberbullying: bullying, insulting, exposing, belittling, 
harassment, threats on the internet

➢ Deepfakes: rom the English deep learning and fake, are video 
or audio files that are manipulated using artificial intelligence.
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How different digital violence looks

➢ Doxing offence: If your private data is collected and published 
without being asked, this is data misuse and is called doxing.

➢ Disinformation: Especially in times of crisis, the platforms are 
deliberately fed with “fake news”. 

➢ Face Swap Apps: Face swap apps allow users to falsify audio and 
video files with their smartphone. Artificial intelligence makes it 
possible to put faces in other people’s photos or videos using 
programs or apps.

➢ Hate speech 

➢ Phishing

➢ Romance scam

➢ Shitstorm: Watch out, it’s raining hate
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What is Digital Security?

Digital Security is referred to Cybersecurity is how individuals 
and organizations reduce the risk of cyber attack.

Cyber security's core function is to protect the devices we all use 
(smartphones, laptops, tablets and computers), and the services 
we access - both online and at work - from theft or damage.



Digital Rights
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What is Digital Rights?

Digital rights are human rights that allow people to 
access, use, create, and publish digital media: 

• Access to technology: The right to access computers, other 
electronic devices, and telecommunications networks 

• Freedom of expression: The right to express oneself 
through digital media 

• Privacy: The right to privacy in the digital realm 
• Access to information: The right to access information 

through digital media 
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